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Bulletproofs [Biin+17] (and variations) are a popular proof system in the DLOG setting. It can prove so-called
rank 1 constraint systems (R1CS), which easily encode arithmetic circuits. Roughly, one multiplication gate in
a circuit translates to one constraint in R1CS.

The soundness of Bulletproofs is shown by proving extraction of a witness from any sufficiently successful
(malicious) prover. Extraction process is a two step process, and follows [Boo+16|: First, a tree of accepting
transcripts is generated. Second, an extraction algorithm can produce from an valid tree a witness.

The extraction procedure incurs a (large) computational overhead. The security reduction therefore significantly
degrades the provable security. In a recent work of Jaeger und Tessaro [JT20], a precise analysis of the extraction
technique is made. It shows that in the generic group model, only a small soundness guarantee remains even for
moderately sized statements, where moderate size is M = 220 ~ 10% multiplication gates. One main problem is
that a tree of size M? is required to extract a core component, the inner product argument.

Such a degradation of security was previously observed in [HKR19|, where a variation of Bulletproofs is presen-
ted. This variation relies on a different extraction strategy, called short-circuit extraction. The basic idea is,
that only two cases can happen in valid tree of size M?:

o Either, a subtree of size M suffices for successful extraction,
e or the DLOG assumption must be broken.

While [HKR19| cast their results in this context, a precise analysis of the soundness guarantees is left as an
open problem. With the recent work of [JT20], this problem can be resolved.

Scope of this work

The student should apply and extend the techniques from [JT20] to [HKR19] and the short-circuit extraction
presented there. After familiarising with the contextE] the goals of the thesis are as follows.

(1) Analyse the short-circuit extraction technique in [HKR19] in the same setting as [JT20]. That is,
compute a soundness guarantee in the generic group model for expected polynomial time extraction
(against strict PPT provers).

(2) Extend the security proof to expected polynomial time (EPT) provers.

(3) Develop a general formal model (building on [JT20]) which captures short-circuit extraction, and prove
suitably generalised theorems. Test the generality against similar extraction strategies, such as [Boo+20)].

(4) Give an improved tree-finding algorithm. (Refer to [Wik1§| and [Boo+20] for two constructions.)

The thesis starts with goal 1 and continues with 2. Then, it can move on with 3 and/or 4. The order is roughly
in difficulty. Compared to a good answer for point 4, all others are warm-ups.

Requirements

o Probability theory and analysis of algorithms is a core technical tool.
o Familiarity with cryptography (e.g. suitable seminars) or willingness (and time) to review it. It will most
likely be essential for non-trivial instantiations.

L Argument systems, HVZK, public coin, Sigma-protocols, special soundness, argument of knowledge, knowledge error, black-box
extraction, witness-extended emulation, ...


crypto.iti.kit.edu

Contact

In case of interest or for further information, please contact Michael Kloof3, michael.klooss@kit.edu. After
an initial discussion, but before starting the thesis, interested students are required to write an exposé, detailing
their course of action. This includes and serves for acquiring initial familiarity with the topic.
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