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Lehrstuhl Prof. Dr. J. Müller-Quade
https://crypto.kastel.kit.edu

On Fairness in Multi-Party
Computation Protocols

Bachelor’s Thesis

In multi-party computation, distributed parties jointly compute a function where each party has a private input.
An important property of MPC is privacy, which guarantees that despite all parties receive the output of the
function, neither party learns about the private inputs of the other parties. In some use cases, another desired
property is fairness. Broadly speaking, fairness holds if either all correct parties receive the output eventually
or none.

The goal of this thesis is to explore different notions of fairness in MPC protocols. [DS20] gives a broad overview
of fairness in MPC protocols. In literature, there are many MPC protocols that achieve some notion of fairness
[Cho+17; DGLS15; GMY04]. We take a look at some of these notions and develop an understanding of how
these notions relate to each other (or do not relate). Under some circumstances a notion of fairness might be
impossible to achieve. Which impossibility results are known and why do they hold?

Scope of the work

• Literature research on MPC protocols that achieve some notion of fairness
• Work out different notions of fairness
• Compare fairness notions - do they relate or not?
• Are there impossibility results? Why and under which circumstances do they hold?

Requirements

• Recommended background knowledge, can also be acquired while working on thesis
• Interest in the topic is strongly recommended
• This thesis can be written in english or german
• The start of this thesis is at mid april 2023

Contact

In case of interest or for further information, please contact Saskia Bayreuther, saskia.bayreuther@kit.edu
(Room 259, Building 50.34).
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